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Quick Start Guide

Environment Manager Policy

B a8 ;R (@ +
Ivanti® Environment Manager Policy, powered by *‘“'fé“ e il s E“
AppSense, simplifies IT management, makes USers | "t esfgusen Gy cootsars ) . o
more productive, and improves user experience by {ffw}w e . o o
enabling IT to control every aspect of the desktop e e m— —
at a highly granular, contextual level. For ) ;%;wumummw ‘
organizations using virtual desktops and sessions m:::;i.:‘;m (:“;w;:;ﬂmx :
with Office 365, Environment Manager Policy %gfg
eliminates user-acceptance and performance B
issues related to Outlook and OneDrive. s SR

About Environment Manager Policy

Ivanti Environment Manager Policy is employed to set up a corporate desktop environment and specifies what users have access to,
how they access it, and what they can do with it.

It can be used to replace complex logon scripts and hundreds of Group Policy Objects (GPOSs) to simplify IT administration and speed
user logon times.

Thanks to an intuitive graphical user interface, the need to understand complex scripting techniques to configure logon actions is no
longer required, allowing less-experienced IT admins to manage this task easily and successfully. What's more, unlike with logon
scripts or GPO settings, the solution’s multi-threaded engine allows logon actions to be applied simultaneously, rather than sequentially,
resulting in much faster user logon times.

Actions applied unnecessarily at logon can also be made to apply on-demand, only as needed within the user session, removing the
burden on the logon process and making the user experience more efficient.

By using Ivanti Environment Manager Policy, IT administrators can:

= Provide responsive, personalized, compliant, and contextual desktops
= Deliver a fast, full-featured Office 365 experience on virtual desktops
= Eliminate slow logons

= Eradicate complex logon scripts

= Replace Group Policy on desktops

= Enable Windows 10 migrations
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Feature Summary

This section provides a summary of the key features of Environment Manager Policy.

Flexible Event Triggers
Configure policy settings to apply when certain triggers occur. This enables more flexible control of user desktops under different
platform, operating-system, and application-delivery mechanisms.

Computer Event Triggers

Computer actions can be configured to apply when the computer starts up or shuts down, or when a system process is started or
stopped.

User Event Triggers
User actions can be configured to apply when:

= A user logs on or off
= An application is started or stopped
= A network is connected or disconnected
= A session is disconnected or reconnected
= A session is locked or unlocked
Actions

Actions allow configuration to be applied based on the occurrence of triggers. These include, yet are not limited to, Registry, File &
Folder, Drives & Printers, Group Policy, and custom actions.

Conditions

Conditions allow rules to be configured to ensure actions are triggered only under specific contexts. These include, yet are not limited
to, Registry, File & Folder, Directory Membership, User, Computer, Session & Client, and custom conditions.

Lockdown

Lockdown removes unwanted functionality such as buttons, tree view options, and menu items from Windows operating system
components and applications. This allows IT admins to strip out unnecessary functionality from third-party software, either for security
reasons or to reduce the complexity of the end-user experience.

Self-Healing

Self-healing ensures critical files, registry settings, processes, or services remain unaltered in the event of malicious or accidental
change.

Ivanti Policy Templates

Create a library of configuration snippets by exporting templates from a full configuration to a specified location. These policy templates
can then be imported later into another configuration.

Group Policy support

Leverage Windows ADM/ADMX files (administrative templates) to create and apply user and system policies. Existing Windows Group
Policy objects can be referenced, bringing the management of existing policies into the Environment Manager console to complement
existing Active Directory environments or extend settings to computers outside of Active Directory control.

Auditing

The auditing facility allows IT admins to specify which events are included in the audit and the location of the related audit logs.
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Configuration Profiler

The Configuration Profiler enables IT to generate summary reports of Environment Manager Policy configuration settings, enabling
analysis and troubleshooting of complex configurations. Reports can be set up to provide information about configured actions,
conditions, and triggers relating to specific users or groups, published applications, or devices.

Preparing for Installation

Supported Operating Systems and Technologies

The supported Operating System and Technologies are detailed in the Maintained Platforms Matrices available through the Ivanti
Support Portal.

System Requirements

The table below contains the minimum recommended requirements for running Environment Manager Policy.

Component Requirement

Environment Manager Policy Agent See Microsoft system requirements for the specific Windows version
Processor Minimum speed: 1 GHz (x86) or 1.4 GHz (x64)

Recommended speed: 2 GHz or faster
Minimum # of CPUs: 1
Recommended # of CPUs: 2 or greater

Environment Manager Policy Console Refer to Windows editions documentation on support for more than 4 CPUs

Memory Minimum: 2 GB RAM
Recommended: 4GB RAM or greater
Refer to Windows editions documentation on support for more than 4GB RAM

(x86) and 32 GB RAM (x64)
Available Disk Space Minimum: 1 GB

Minimum Resolution 1024 x 768 pixels

Required Components

The following components are included in the Environment Manager Policy download package:

= Microsoft Windows Installer 5.0

= Windows PowerShell 3.0 or above

=  Microsoft .NET Framework 4.6.1

= Microsoft Visual C++ 2015 Redistributable package - Update 3 (14.0.24123.0) or later
= XML Lite 1.0.1018.0

WWW.IVANTI.COM | +1-888-253-6201 5
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Installing the Environment Manager Policy Console

Launch the Command Prompt as an administrator.

Navigate to the EMPO installation media folder.

W Administrator: Command Prompt - [m} X

stallation>,

Use the following syntax to install the EnvironmentManagerConsole64.msi file and its associated patch file,
EnvironmentManagerConsole64.msp:

Msiexec.exe /l <agentbasefile.msi> PATCH="C:\fullpath\agentpatchfile.msp”

I Administrator: Command Prompt - [} b4

Msiexec.exe will begin to prepare the installation of the MSI file and its associated patch:

Windows Installer

[d| Preparing to install
ﬁ. %3

Cancel

The Ivanti Environment Manager Console installer will launch:

WWW.IVANTI.COM | +1-888-253-6201 6
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y Ivanti Environment Manager Console 10.1 (FR3) Setup = X
- n Welcome to the Ivanti Environment
ivanti Manager Console 10.1 (FR3) Setup

Wizard

The Setup Wizard will install Ivanti Environment Manager
Console 10.1 (FR3) on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

S e

Select ‘Next’ to continue with the installation.

ﬁl Ivanti Environment Manager Console 10.1 (FR3) Setup - X

End-User License Agreement
Please read the following license agreement carefully

IMPORTANT: PLEASE READ THESE TERMS BEFORE ORDERING,
INSTALLING, CONFIGURING AND/OR USING THE IVANTI

SOFTWARE OR SAAS OFFERINGS. THIS DOCUMENT DESCRIBES
THE RELATIONSHIP BETWEEN THE APPLICABLE IVANTI ENTITY

AS DETERMINED IN ACCORDANCE WITH THIS DOCUMENT

("IVANTI") AND YOU (EACH OF IVANTI AND YOU, A "PARTY" AND,
COLLECTIVELY, THE "PARTIES"). THIS DOCUMENT ALSO MAKES
REFERENCE TO ONE OR MORE ADDITIONAL DOCUMENTS WHICH
ARE INCORPORATED INTO THIS DOCUMENT BY REFERENCE
("SUPPLEMENTAL TERMS") (COLLECTIVELY WITH THIS

DOCUMENT, THE "AGREEMENT"). THIS AGREEMENT WILL v

[[J1 accept the terms in the License Agreement

Print Back Next Cancel

Accept the license agreement and select ‘Next'.

## lvanti Environment Manager Console 10.1 (FR3) Setup - X
Destination Folder
Click Next to install to the default folder or dick Change to choose another.

Install Ivanti Environment Manager Console 10. 1 (FR3) to:

IC: \Program Files\AppSense \Environment Manager',

o [m] o

Choose the desired installation folder and select ‘Next’.
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Console Features
Select required console features

H Ivanti Environment Manager Console 10.1 (FR3) Setup - X

Select the area(s) the console will manage:
[JPersonalization

A Policy

=N e

ﬁl Ivanti Environment Manager Console 10.1 (FR3) Setup - X

Ready to install Ivanti E r C le 10.1 (FR3)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

T -

Select ‘Install’ to begin the installation.

ﬂ Ivanti Environment Manager Console 10.1 (FR3) Setup - X
Installing Ivanti Envir M C le 10.1 (FR3)
[N

Please wait while the Setup Wizard installs Ivanti Environment Manager Console 10.1
(FR3).

Status: Copying new files
|

The installation begins.

Select ‘Policy’ only when asked which area(s) the console will manage. Click ‘Next'.
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f.frl Ivanti Environment Manager Console 10.1 (FR3) Setup - X

Completed the Ivanti Environment

L3 b |
ivanti Manager Console 10.1 (FR3) Setup
Wizard

Click the Finish button to exit the Setup Wizard.

The installation completes. Select ‘Finish’.

Installing the User Workspace Manager Licensing Console

Launch Command Prompt as an Administrator and navigate to the EMPO installation media folder.

Installation>,

Install the Ivanti UWM Licensing Console from the command line using the following syntax:

Msiexec.exe /I LicensingConsole64.msi

WWW.IVANTI.COM | +1-888-253-6201 9
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Msiexec.exe will begin to prepare the installation of the MSI file and its associated patch:

Windows Installer

Q

[d| Preparing to install
E. 3,.f-:

Cancel

The Ivanti UWM Licensing Console installer will launch:

k‘ﬁl Ivanti UWM Licensing Console 10.1 (FR3) Setup - X

5 a Welcome to the Ivanti UWM Licensing
|Vant| Console 10.1 (FR3) Setup Wizard

The Setup Wizard will install Ivanti UWM Licensing Console
10. 1 (FR3) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

==

Select ‘Next’ to continue with the installation.

WWW.IVANTI.COM | +1-888-253-6201 10
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ﬂ Ivanti UWM Licensing Console 10.1 (FR3) Setup - X

End-User License Agreement
Please read the following license agreement carefully

IMPORTANT: PLEASE READ THESE TERMS BEFORE ORDERING, »
INSTALLING, CONFIGURING AND/OR USING THE IVANTI

SOFTWARE OR SAAS OFFERINGS. THIS DOCUMENT DESCRIBES
THE RELATIONSHIP BETWEEN THE APPLICABLE IVANTI ENTITY

AS DETERMINED IN ACCORDANCE WITH THIS DOCUMENT

("IVANTI") AND YOU (EACH OF IVANTI AND YOU, A “PARTY" AND,
ICOLLECTIVELY, THE “PARTIES"). THIS DOCUMENT ALSO MAKES
REFERENCE TO ONE OR MORE ADDITIONAL DOCUMENTS WHICH
IARE INCORPORATED INTO THIS DOCUMENT BY REFERENCE
("SUPPLEMENTAL TERMS") (COLLECTIVELY WITH THIS

DOCUMENT, THE "AGREEMENT"). THIS AGREEMENT WILL v

[ accept the terms in the License Agreement!

Print Back Next Cancel

Accept the license agreement and select ‘Next'.

ﬂ Ivanti UWM Licensing Console 10.1 (FR3) Setup - X
Destination Folder
Click Next to install to the default folder or dick Change to choose another.

Install Ivanti UWM Licensing Console 10.1 (FR3) to:

IC:\Prng'am Files\AppSense\Licensing\,

ek [hee ] [ conce

Choose the desired installation folder and select ‘Next'.

H Ivanti UWM Licensing Console 10.1 (FR3) Setup - X

Ready to install Ivanti UWM Licensing Console 10.1 (FR3)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

S

Select ‘Install’ to begin the installation.

WWW.IVANTI.COM | +1-888-253-6201
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ﬂ Ivanti UWM Licensing Console 10.1 (FR3) Setup - X

Installing Ivanti UWM Licensing Console 10.1 (FR3)

Please wait while the Setup Wizard installs Ivanti UWM Licensing Console 10.1 (FR3).

Status:

The installation begins.

ﬂ Ivanti UWM Licensing Console 10.1 (FR3) Setup - X

- a Completed the Ivanti UWM Licensing
|vant| Console 10.1 (FR3) Setup Wizard

Click the Finish button to exit the Setup Wizard.

- corcs

The installation completes. Select ‘Finish’.

Installing the Environment Manager Policy Agent

The Environment Manager Policy Agent is supplied as a .MSl file and can therefore be installed or distributed to endpoint devices in
several ways:

= Local, standalone installation by double-clicking the .MSlI file

= Local, standalone installation via the command prompt

= Distributed installation via proprietary deployment systems such as Ivanti Endpoint Manager, Microsoft System Center
Configuration Manager, or other third-party solutions

= Distributed installation via Microsoft Active Directory

For simplification and ease of use, this section of the Quick Start Guide explains how to install the Environment Manager Policy Agent
locally via the command prompt.

For further information on the other available installation methods, please refer to the lvanti Environment Manager Help System.

Launch Command Prompt as an Administrator and navigate to the EMPO installation media folder.

WWW.IVANTI.COM | +1-888-253-6201 12
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B Administrator: Command Prompt - [m] X

tallation>,

Use the following syntax to install the EnvironmentManagerAgent64.msi file and its associated patch file,
EnvironmentManagerAgent64.msp:

Msiexec.exe /| <agentbasefile.msi> PATCH="C:\fullpath\agentpatchfile.msp”

MPO Installati

Msiexec.exe will begin to prepare the installation of the MSI file and its associated patch:

Windows Installer

p[] Preparing to install..
i

Cancel

The Ivanti Environment Manager Agent installer will launch:

WWW.IVANTI.COM | +1-888-253-6201 13
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ﬂ Ivanti Environment Manager Agent 10.1 (FR3) Setup - X
= a Welcome to the Ivanti Environment
ivanti Manager Agent 10.1 (FR3) Setup Wizard

The Setup Wizard will install Ivanti Environment Manager
Agent 10. 1 (FR3) on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

S e

Select ‘Next’ to continue.

ﬂ Ivanti Environment Manager Agent 10.1 (FR3) Setup - X

End-User License Agreement
Please read the following license agreement carefully

IMPORTANT: PLEASE READ THESE TERMS BEFORE ORDERING,
INSTALLING, CONFIGURING AND/OR USING THE IVANTI

SOFTWARE OR SAAS OFFERINGS. THIS DOCUMENT DESCRIBES
THE RELATIONSHIP BETWEEN THE APPLICABLE IVANTI ENTITY

AS DETERMINED IN ACCORDANCE WITH THIS DOCUMENT

(‘IVANTI") AND YOU (EACH OF IVANTI AND YOU, A "PARTY"™ AND,
COLLECTIVELY, THE “PARTIES"). THIS DOCUMENT ALSO MAKES
REFERENCE TO ONE OR MORE ADDITIONAL DOCUMENTS WHICH
ARE INCORPORATED INTO THIS DOCUMENT BY REFERENCE
("SUPPLEMENTAL TERMS") (COLLECTIVELY WITH THIS

DOCUMENT, THE “AGREEMENT"). THIS AGREEMENT WILL v

Print Back Next Cancel

Accept the license agreement and Select ‘Next'.

ﬂ Ivanti Environment Manager Agent 10.1 (FR3) Setup - X
Destination Folder
Click Next to install to the default folder or dick Change to choose another,

Install Ivanti Environment Manager Agent 10.1 (FR3) to:

[

iC:Prograrn Files\AppSense \Environment Manager

Back [ MNet | | comcel

Choose the desired installation folder and select ‘Next’.

WWW.IVANTI.COM | +1-888-253-6201 14
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y Ivanti Environment Manager Agent 10.1 (FR3) Setup - X

Ready to install Ivanti Environment Manager Agent 10.1 (FR3)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

N —

Select ‘Install’ to begin the installation.

ﬁ‘ Ivanti Environment Manager Agent 10.1 (FR3) Setup - X

Installing Ivanti Environment Manager Agent 10.1 (FR3)

Please wait while the Setup Wizard installs Ivanti Environment Manager Agent 10.1 (FR3).

Status: Starting services

The installation begins.

E‘ Ivanti Environment Manager Agent 10{'\}(FR3) Setup - X
1 a Completed the Ivanti Environment
|vant| Manager Agent 10.1 (FR3) Setup Wizard

Click the Finish button to exit the Setup Wizard.

The installation completes. Select ‘Finish’.

WWW.IVANTI.COM | +1-888-253-6201 15
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You will be prompted to reboot the endpoint device onto which the Ilvanti Environment Manager Agent has been installed:

ﬂ Ivanti Environment Manager Agent 10.1 (FR3) Setup X

2% You must restart your system for the configuration
J|  changes made to Ivanti Environment Manager Agent

10.1 (FR3) to take effect. Click Yes to restart now or No
if you plan to manually restart later.

No

Select ‘Yes'’ to reboot or ‘No’ to manually reboot later.

Licensing Environment Manager Policy

From the Windows Start Menu, launch the Ivanti User Workspace Manager Licensing Console

[E8 rvant user wiorkspace Manager Licensng Console
Add

= B B
Import Help About

[License 1D | Actvaton Code Uicense Status

License Details
ID
Type
Issued To
Issue Date
Expiry Date

Component.

Select ‘Import’ from the menu items.

Browse to the folder that contains the supplied license key:

pen

®
« * 4 [ » ThishC 5 LocalDisk(C) » EMPO instaistion v B | Search EMPO Inszalltion
Crgenze = Mewfolder

B |
Hame ) One mested E
# Cuick access

Emvironment Maneges ic OIS 1M ue
& Onedrve

Fie name: [Ervironment Mansges ic

- | License File (i)

o

Highlight the desired license file and select ‘Open’.

The license will be added to the UWM Licensing Console:

WWW.IVANTI.COM | +1-888-253-6201
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I tvanti User Workspace Manages Licensing Console = @ B
Add Remave Import Export Help About
|License 1D |Activation Code: |Uicense Status
o d20ef4820dd3-32-6235- 35 FIS745e. N/A Valid Policy Saftware License

License Details
[+] d2def482-0dd3-4b32-a235-35ef35744b5e
Type Policy
Issued To Warehouse One
Issue Date  10/01/2018 00:00:01
Expiry Date  25/01/2018 23:59:59

Component |Featre ID |version |Count |
Environment Manager CC94CIA1-0F1-46A1-6CSE-J886A0D6ACF  10.%.%.% »

Close the UWM Licensing Console using the ‘X in the top, right-hand corner of the dialog.

Environment Manager Console

Ribbon

Tools & Wizards

Quick Access Toolbar

X OSE@ 4+ 4 « =»

2] Copy Delete Discble Findand Comment MoveUp MoveDown Moveleft Move Right
Replace

= i Cloboard Edit Order
*ou S d + ¥
Copy Delete Disable Fndand Comment Movelp MoveDown Moveleft Move Right
- Replace
Clpboard Edt Order
Policy Configuration
ey Contextual Settings

Create the hierarchical structure for an Manager config using nod s for actions and conditions within triggers.

Policy Configuration

+ [E] Environment Manager

Motes Schede Actons  Hstory

v [H Lbrary |dcton |Ensbied  |Stpsbrodesonfal |
@, Reusable Nodes v Is Admnstrator s Faise . v
- 1) Reussble Condibons v M0 [ Computer is VDI 7 Y
> [ Computer ~ 480 %] Operating system Equal Ta Windows 10 (Buid Number Less than '1705)" o v
v & User S Map Drive > F:\ to \\serverfoider td
© /2 Logon = i Map Prnter > \HPENVYS330 __
5] Pre-Session :Omm >\\eerverifolderUser Settings ¥ O Work Area
4] Pre-Desktop W

~ [=] Desktop Created
4 Contextual Settings
/2 Logoff
"] Process Started
s Process Stopped
i Network Connected

Contextual Settings
Create the hierarchical structure for an Environment Manager configuration using nodes as containers for actions and conditions within triggers.

Motes  Schedule Acbons  History

i Network Disconnected | ction |Enabled |Stop subnodeson fail | |
[/ Session Reconnected v = Is Administrator ks False [] i
[ Session Disconnected - #4071 Computer i VOI 7
2 Session Locked + WD (] Operating system Equal To ‘Windows 10 (Buld Number Less than '1709) =
[ Session Uriocked 2 Map Drive > Fi\to \iserver folder O
) 5 Map Printer > \\HPENVYS330 O
Vser L ogon Desktcp Created Contertua Setings - 3 Create Folder »\\server foder Wses Setiings O

o Pin WINWORD.EXE to Start Menu & TaskBar

£+ Policy Configuration I}

Navigation Pane

Quick Access Toolbar

The Quick Access Toolbar contains the following functions:

= New
= Open Configuration
= Save

= Save and Unlock

WWW.IVANTI.COM | +1-888-253-6201 17
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= Save As
= Undo and Redo — Erase and recommit actions
= Expand All and Collapse All — expand or collapse multiple items in the console
= Back and Forward — Cycle through the views you have visited in a session
Navigation Pane
The Navigation Pane consists of the navigation tree and is the area for managing nodes within the configuration. A node is just a
container for Actions and Conditions.
Ribbon

Environment Manager Policy control elements are grouped together logically in ribbons according to their area of functionality.
Each ribbon is accessed by the appropriate tab.

Edit Nodes Conditions Actions Tools & Wizards

Manage Options Help

@ | g B +
Registry File & Drives & ODBC Custom& Group Environment Shortcut Self Heal Outlook
- Folder * Printers ~ - Execute * Policy ~ h - v -

Actions

Work Area

The Work Area is the main area for managing the settings in an Environment Manager Policy configuration.

Help

The Environment Manager Policy help system can be accessed as follows:

= Click the Help button from the Help ribbon — the help system opens at the homepage.

= Click the question mark in the top right-hand corner of supporting dialogs — the help system displays context-sensitive help
for that dialog.

= Press F1 at any time — the help system displays context-sensitive help for the current area of the console or if not available,
opens at the home page.

Getting Started with Environment Manager Policy

To ease administration of Environment Manager Policy, example Policy configurations are available for download from the Ivanti
Support Portal.

In order to use these, simply download the required configuration file, delivered in .aemp format. Double-click on the file and the
configuration will be loaded automatically into the Environment Manager Policy Console.

From here you can then choose to save the configuration as a live configuration on the computer on which the console is being
used, save the configuration to the Ivanti Management Center for deployment to multiple devices, save the configuration in
Microsoft System Center Configuration Manager, or as just a local configuration file on disk.

For further assistance with Environment Manager Policy configuration, please refer to the Ivanti Environment Manager Help
System.

o WwwWw.ivanti.com @ +1-888-253-6201 sales@ivanti.com
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