lvanti Neurons for App Securlty
Orchestration & Correlation

NEFXRNRRAEET BENAHE

ivanti.com



Ivanti Neurons for App Security Orchestration

& Correlation Si—ihAFRE L AR £ BURE
(SAST.DAST.OSS. &28) , AREL ik 7 A% R RYR
TRFNERPE, FHXHE & BSHEMNUBER . XA SaaS RA R
fERIEEBEI REIERE, 5| SHLEBMBEH I
g & ARG, MRS RS ERE AN
Zek,

NAZEMERTZ2M

IV ARTFEREBRNES, BIRNE, S NIRZE
[EERRY, EN TR MMSEIFREEM, 90% HMKZL 2
ARASHEHEMRBESFERE, ERE 69% =1
HENF, 64% AEHEMIL, 40% SHRMERSRE.!

X FABLEASE LT E B AR 2RIl R, 1§75 A sE1R™
%, T E+ER, SEETENNARERM T ME. B,
HESRIGNN T 20152 FRA XEREHNERZ BEHIE.

B ERmBIEAHMENEEF B ERARRRMRE,
EXEERFFZERZE (NVD) B2 S 13.4 A NiRE,
MESXIBM 61 1. IFHERE, BIWAFEEE BNFE
FERFE. FEL L, EPAERYE WIREMXE (CVE) 1, RF
4% WAFFIARA HHRRE, BREAMIE AR AT AN
Ak, ELORA IS 1A B E AR BBV E RTS8 <o

ivanti

ILRAE N & AR, BIEEFEIEN—RIIRERIR
B— MR TERN S EAMB IR R — R IR,
B E#HITAR RS, AT seF B EF e
MBRETHIFNE S . XETIZRE S FEITH, AI6E
FEREN B F RETTAl. X P RERERE T N ATEB =5 EH
BBIMDZ ZRIREE=TRARINARFIMEE 2

MRREX N BEERBEME, BLREM IT RRELFFL
T REREI A [BIER Z T ES 0 A 17 85 F B A P A8 T Bt
FREIRE R AR ° A FERZHE X B NASRUIR S, B &ER
MR 2 EE X EZEEETEFRBIFAENME,

5| A Ivanti Neurons for ASOC

Ivanti Neurons for App Security Orchestration &
Correlation (ASOC) 1Lk BES 3t LRV FE MR K ERE T X
OHRIEBIES E. ZFaBMEINEEFNMELZEN
RN RN, DUE AT RE 98 S 4T B SE Rt 25 L &
IR A B RS B

Ivanti ZB89RANBL TR (VRR) AIAE/LEREXEE, Eitb
F A LUREET RERBEFITEh. —RTIBELIhaeRS
TR EEIIZR M ERMAEE. LS, BT AERIHIRES
(RBAC) T7gg, tn L@ M A E IR EFRIER, %
LRI X B ZBRES BB i Fo

Top 5 Vulnerable Applications

Application CIIP» VT Low
Internal Payroll 12.6K 2512 - 2685 7465
Webmail Access 9821 erAl 90 7549 1861
Customer Support Portal 3496 3. 11ée 200 998
Website 3317 an 606 2349 41
Employee HR Portal 2539 64 1214 505 566

— - — -

—

—

Ivanti Neurons Patch for App Security Orchestration & Correlation | #i#Ez&

198

Container
Findings
OWASP ype

Al
A2
A3
Ad XML External Entities 7 95 159
AS Broken Access Cantrol 9 923 3183
Ab Security Misconfiguration 194 2455

A7 Cross-Site Scripting (X5S) 18 2538 7347
AB Insecure Deserialization n 85 3a3
a9 Using Components with Known Vulns 18 182

Insufficient Logging & Monltoring

CWE Top 25 Most g Software

o
' i Overview Count
o Applications: 246
.

Locations 4639



ERINEE
IR A RS O B9 2 4% T A%

SIS R A XU A M & B EFEZ M ERBI 2% 7]
T Ivanti Neurons for ASOC JSFRE BRI FAHE EEE
(SAST.DAST.OSSHIARZR) ;L Ri3k, UEH RS,

HIEIE & TR R R F.

OWASP Distribution

Applications Open Findings

20 I AT injection
7 mmmmm A2 Broken Authentication I 77
15 I A3 Sensitive Data Exposure I 150
10 W A4 XML External Entities... IR 72
12 I A5 Broken Access Control I 107

15 I A6 Security

213

14 I A7 Cross-Site Scripting (X... FESSmmmmmn 103
5 W A8 Insecure Derealization NN 04
0 | A9 using Components wi

0 | A10 Insufficient Logging...

Findings Prioritization Funnel

Ivanti Neurons for ASOC 53###2F % % , 701 DevOps 7£
FREMBRNARBMERAENEHEE TR, TN
FrE N ARTAMAMERIE, AEFEARRENS
BAT/EBRERD T I X BX, XL P BE ST BN E I 2 3
PARMRANNG, HEBBETIFEAT RENTER A%
REYEAYIAREBAIE,

5, FENNAZENERILAFESEEEERA R
RS HY IR, CWE F1 OWASP R ELER, UKL
MERBERHEERE, NTMLABF S RENBF R
MERRRER 2ESHENHE,

AR A XS X 3L BN1T B0 A HE

MRS AEEEmENEVHNRNEL2EE, MENEZILRE
MRpEENEE RE/L D H—MAZ/L B, Ivanti Neurons
for ASOC YRR EMIG 5 £ EmA AR IS RIR LR &
nEIR A TBEMIRE R SH = X BESERRIFEE
9, UEEXM. RERAR LN REAFRE. FUNIR EHFH 3T
1& 8 SETNINABERE

5 CVSS K[, ZFEEER VRR O ER L BE T8 R
SR, FHHAERB#HF BB EEM4 AR\, lvanti Neurons

for ASOC EETIRFEFZ IS AIT (RCE) FHRIFAK (PE)
R SENRREE X RRE, URIEERITHERR R,
XEEAE BB B IR F AR LA M T RR AR RIE

CWE Top 25 Most Dangerous Software Weaknesses

owe0s
oWE400
owE269
f— Overview Count
A - Applications 246

>d . Locations 4639
Findings 14.5K

nnnnn

Total
Flnd?l%n;: Flng\ﬁgg Gt
2812 1290
13.1K 1816
71.1K 6624
22.7K 6160
1% 581 3n
Total 110K 7224

ivanti

Open

% of

Apps

RCE / PE

$ Trending

Findings Findings % of Open
o 9 Findings Findings Apps % of QOpen
m 5227 1530 Findings Findings REES
[ 60% | 10.8K 1667 22 1342
' [ 66% | 13.1K 736 435 394
o 26% 5527 2585
6% 71.1K 503 897 405
<1% 10 10
T ; : kS . L Total 1332 578
Total 9572 1523
Total 21.6K 2957

M critical [l High [l Medium Low [l Info

Ivanti Neurons Patch for App Security Orchestration & Correlation | #i#Ez&

3



e RAEERIENNE
Ivanti Neurons for ASOC B] BN IR EME L LS, |
BB PR ERIBY R A0S 1

B ZF SRS X B 22 mRE R A SBRE
IR RAVEIR. A TS RNIRE RM M = X 58,
WEBBN AP 79 7 84 X R — R A THAT,
BrX—I 2B EEEHAENIE,

B ESFALALE NS E & HESTUaRL, RitbE
F RIS RS RIS D E P EEHMREM AR EE L.

B IRSE&IN BN (SLA) oI BEh&ERE X HRE
HABHA,

B o EHIM B B ARET AN A SNER, AP
EEEEICOETTREHEXEENTER®E.

B lvanti Z2EIBAHER RS THIERS 7] LUK RIAR
1TARAE (BIENENZREN 1 7R4THY CVEL FBI/DHS/CISA +
K EHEANBRERELLHIA) , RN B
RENMER, TR THRLEREENRE.

Critical Vulnerability .. Monday
Assignment 4w oo °
DHS-FBI Top 10 8  baly & 30AMPST  Enabled H“'y”j“‘s’r Mc Dec28,2020 A i
VIP Devi
Dail 0
Management 5 ad = @
Wednesday
aaaaaaaaaaaaa g 4 Daily Py ec °
200

ivanti

EREFEE X BRIz BB E LTt i {E

REEEMISCENNZEH B X EiRESEAGEX
HEE, (AR MIFMILSHMLLABE X E BT
T TR B, Ivanti Neurons for ASOC fE >l BERS
REMITFAEERARIRETSIH RN,

—B#AZTE, APALUIRANZ 2 ARERES TR
BEIRITH—RIIMANERR XEARANRR D AT LOHTT
f&eq, LUEN B B ARIAA, o, AP/ LR P aesel
B2 ERIBNERNR, WK EAEBMBEBIEEER,

ivantiNeurons

Persona Roles o 21

Basic User ALLOWED
C level observer
Data Manager
¢ Global Workflow Owner

Vulnerability Manager
Disabled
Read Onl|

Y Workflow @4 @2 6 @6
Job Function Roles

Asset Owner Severity Update Modify
v
Automatic Owner

Client Owner
Finding Assignment Owner
Severity Update Request
Global Workflow Owner
Group 0

Integration Owner

SLA Owner

User Defined Roles
Risk Acceptance Control

Asset Q001 0102

Asset Group Assignment Control

NOT ALLOWED ENFORCED

Risk Acceptance Modify
Remediation Request
False Positive Modify

Remediation Control

I
(L) Wt i Risk Acceptance Request
Risk Owner
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Asset Modify
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Submit, approve, reject, and rework all workflows. Update all workflows for other users.

False Positive Control

False Positive Request

Remediation Modify

I Severity Update Control

Asset Control
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